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Shire of ’3@%

NOTICE OF MEETING

AUDIT AND RISK COMMITTEE MEETING

13 July 2023

14 White Street
Brookton, WA 6306

Dear Councillor, Resident or Elector,

Notice is hereby given that the Audit and Risk Committee Meeting of the Brookton Shire Council will
be held on 13t July 2023 in the Council Chambers at the Shire Administration Centre commencing
at 6:00pm.

The business to be transacted is shown in the Agenda.

Cﬁ&\
Gary Sherry

CHIEF EXECUTIVE OFFICER
7t July 2023
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1.07.23 DECLARATION OF OPENING / ATTENDANCE

On behalf of the Council, I would like to acknowledge that this meeting is being held on the
traditional lands of the Nyoongar People, and pay respect to all Elders, past, present, and emerging.
| wish to acknowledge and respect local people’s continuing culture, and the contribution they make
to Country, and its life.

Elected Members (Voting)
Cr KL Crute (Shire President)
Cr HA Bell

External Committee Members (Voting)
Mr Eric Pech

Staff (Non-Voting)
Gary Sherry Chief Executive Officer
Deanne Sweeney Manager Corporate and Community

Leave of Absence
Cr NC Walker (Deputy Shire President)

Visitors/Residents/Electors

| 2.07.23 CONFIRMATION OF PREVIOUS MINUTES

That the minutes of the Audit and Risk Committee meeting held in the Shire of Brookton Council
Chambers, on 9" March 2023, be confirmed as a true and correct record of the proceedings.

| 3.07.23 RESPONSE TO PREVIOUS PUBLIC QUESTIONS TAKEN ON NOTICE
Nil.
| 4.07.23 PUBLIC QUESTION TIME

Nil at this time.

| 5.07.23 ANNOUNCEMENTS BY THE PRESIDING MEMBER WITHOUT DISCUSSION

Nil at this time.
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| 6.07.23 DECLARATIONS BY MEMBERS AND OFFICERS

Members and Officers to declare Financial, Proximity or Impartiality Interests & submit forms to
the Chief Executive Officer at the commencement of the meeting and also prior to the item.

Disclosure of Financial & Proximity Interests
a. Members must disclose the nature of their interest in matters to be considered at the
meeting. (Sections 5.60B and 5.65 of the Local Government Act 1995).
b. Employees must disclose the nature of their interest in reports or advice when giving the
report or advice to the meeting. (Sections 5.70 and 5.71 of the Local Government Act 1995).

Disclosure of Interest Affecting Impartiality
a. Members and staff must disclose their interest in matters to be considered at the meeting

in respect of which the member or employee has given or will give advice.

Financial, Proximity and Impartiality Interests

It
nsm Members/Officers | Type of Interest Nature of Interest
7.07.23 PRESENTATIONS

Nil.
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| 8.07.23 FINANCE
| 8.07.23.01 FINANCIAL MANAGEMENT SYSTEMS REVIEW - APRIL 2023
File No: N/A
Date of Meeting: 13 July 2023
Location/Address: N/A
Name of Applicant: N/A
Name of Owner: N/A

Deanne Sweeney — Manager Corporate and Community
Gary Sherry — Chief Executive Officer
The author and authorising officer do not have an interest in

Author/s:
Authorising Officer:
Declaration of Interest:

this item
Voting Requirements: Simple Majority
Previous Report: N/A

Summary of Report:
The Audit and Risk Committee is to review the Shire of Brookton’s Financial Management System
Review April 2023 and consider recommending adoption by Council.

Description of Proposal:
The Financial Management Review, included as at Attachment 8.07.23.01, is a report of the review
of the Shire of Brookton’s financial management systems, the findings of that review, the response
of management to those findings and recommendations on the financial systems and procedures
of the Shire of Brookton.

Overall the following results were obtained:

MEDIUM

Review risk reduction

Manitor for continuous

Comply with risk
reduction measures to

and take additional
measures to ensure risk

Unacceptable. Risk
reduction measures

improvement. keep risk as low as , must be implemented
) is as low as reasonably ]
reasonably practical. . before proceeding.
achievable.
7 5 0 0
Background:

Local Government (Financial Management) Regulation 5(2)(c) requires that the Chief Executive
Officer (CEQO) examine the appropriateness and effectiveness of the financial management systems
and procedures of the Shire. A Financial Management Review meets this statutory requirement.

The last review of the Financial Management Systems and Processes was undertaken in 2020.
Consultation:
Chief Executive Officer

Senior Finance Officer
AMD Chartered Accountants
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Statutory Environment:
Local Government (Financial Management) Regulations 1996, Section (2) The CEO is to
(c) undertake reviews of the appropriateness and effectiveness of the financial
management systems and procedures of the local government regularly (and not less
than once in every 3 financial years) and report to the local government the results of
those reviews.

Relevant Plans and Policy:
The recommendation is relevant to 2.8 Risk Management.

Financial Implications:
There are no financial implications associated with the officer recommendation.

Risk Assessment:
The risk is assessed as “Low”. Failure to monitor the Shire’s ongoing internal controls and risks
would impact the organisations obligations to achieve legislative compliance.

CO!‘I sef:|uence Insignificant Minor Moderate Major Extreme
Likelihood
Almost Certain Medium High High Severe Severe
Likely ; Medium High High Severe
Possible Low Medium Medium High High
Unlikely Low Low Medium Medium High
Rare Low Low Low Low Medium
Risk Rating Action

Comply with risk reduction measures to keep risk as low as reasonably
practical.

Review risk reduction and take additional measures to ensure risk is as
low as reasonably achievable.

MEDIUM

HIGH

Community & Strategic Objectives:

This item relates to delivery of core business and services detailed in the Shire of Brookton
Corporate Compendium — October 2020, duly appended to the Brookton Corporate Business Plan
<2032.

Specifically, the amended Policy supports the following Business Unit and Functions

19. Risk Management

19.2 Perform risk assessments

19.3 Implement risk mitigation measures

Comment
Nil.
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OFFICER’S RECOMMENDATION

That the Audit and Risk Committee recommends that Council receives the Financial Management
System Review April 2023, finding and recommendations as presented in Attachment 8.07.23.01A.

(Simple Majority vote required)

Attachments
Attachment 8.07.23.01A — Shire of Brookton 2023 Financial Management System Review
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Attachment 8.07.23.01A

¢

AMD

CHARTERED ACCOUNTANTS

Shire of Brookton

April 2023

Shire of @&
Brookton

Growing the Future

lodependent Member of

INTIRMATIONAL
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E amdimamdanline. com.au Unit 1, 26-30 Wellington Streat,
CRARTERED ATTCOUNTANTS wwwamdonline.corm.au Bunbury, Wa §230
PO Bow 1206, Bunbury, WA 6221

T +£01 (8] 5780 7555 AMD Audit & Assurance Py Lid
{‘ AM D e o rm—

8May 2023

Mr G Sherry

Chief Executive Officer
Shire of Brookton

PO Box 42

BROOKTOMN WA 6306

Dear Gary

2023 FINANCIAL MANAGEMENT 5YSTEMS REVIEW

We are pleased to present the findings and recommendations resulting from the Shire of Brooktan's (the
“Shire”) Local Government [Financial Monagement) Regulation 1996, Financial Management System Review.

This report relates only to procedures and items specified within AMD's Financial Management System
Review Services Proposal issved in January 2023 and does not extend to any financial report of the Shire.

We would like to thank Deanne, Charlotte and Shire of Brookton team for their co-operation and assistance
whilst conducting our review.

Should there be matters outlined in our report requiring clarification or any other matters relating to our
review, please do not hesitate to contact our office.

Yaurs sincerely
AMD Chartered Accountants

o ,
et A £
S R o

e

MARIA CAVALLO FCA

Director
Inbepersient Mermhe af
Liabality limitedd oy 8 schame approved unoer Professianal Standards |f‘!,|"|||| i infiREAFiIdm AL CHARTERED ACCOUNTANTS

BEETELLEL + § B JELL AW
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CHASTERED ADCHOMTARTS

Table of Contents
1. L= L= Ty g T O S 5
i I - = 3o T o =T T T SO ST 5
1.2, SUMIMIENY OF FIMIIES .o oecciee i et cmia s iais e e s snes sse saasa sa s e ba bed s 44 e 4 £ 8842 25 b 4 420 b4t £ b am s 5
13 LT = T S 7
2. 1=t T el e Ty OO B
2.1, SCOPE BN BEPIOETN oo ieeeciee it et cimi e e aessae e s snes sse saana sa ok e ba bes b 44 ame a4 d £ 842 2E b b 4 42k b4 e S an s B
2.2.  Detailed findings and recomimieEnOatiinms .o s et s ssssss s sases e st s ansta ssns saasa e as sbasbes sanea sns B
3. Custody and Security OF MOmEY e et ssseeia s s et i st s aes an s b em it enns st e sanis 9
3.1, SCOPE AN BEPITECN it eicee it et ciei e aessae e s ssas sese saana sa ok e ba et b 44 amn a4 d £ 842 2E e b s 42k b4t e dan s 9
3.2. Detailed findings and recomimieEnmatiirms .o s et s smsssss s ases e st s amsta ssns saanaa st mbasbes sanea s ns 9
4. Maintenance and security of the financial records . ... ..o e e e 10
A1, SCOPE AN BEPIDETR et ie et e ee e sses saaes e as e s bt saass s s semse s ab b £ aR Rt s sas e 44 4ne 42k A e St 4t st ar b b 10
4.2, Detailed findings and recomimEnmatitng .o e s s s ssssss s e as st s bet s s s s ansaannetsar et e 10
4.2.1 Key Cabinet and access to CRIC BUIBING .o s s bt e et a s e 10
4.2.2 Disaster Recovery Plan and Disposal of IT EQUIpMEnt POlCy .o e s s s st s s s smsnesas s e 11
5. Accounting for MUNIcipal of BruSt EFANSACtIONG ... ... i ssseeises s s ims s sms st sasans ban s b ammtsenns smmna san 12
L DR el Ta 1= T [T o o = o OO 12
5.2. Detailed findings and recomimEnmatiting .. e s s s ssssss s e as st s emsssan s snssannetsar et e 12
L B T T T T [ e USSR U S S 12
G. Autherisation for incurring liabilities and Making PaYMENLS .o ss s s smrse e snesaan 13
B.1. Scope and SEEROECH .ot e et eeas s sen et e em s s e s e on et e n s e e emna s e 13
6.2. Detailed findings and recomimenmationms .o i s s aees s s sm e enes s ta s b e s et emn san 13
I O 1=y T T gl = T =l T OO 13
7. Maintenance of payroll, stock control and CoStINE ..o et e s mn s senen 14
B TR0l Ta 1=y T [T o o OSSOSO 14
7.2.  Detailed findings and recommendationms et s s rs st sen s nsaanes e s e 14
7.2.1. Human Resources POCIEs 2 ProCROUIES. .. s e eressessen e s anssass s sasns smans s seases saams e anssmsrns sas s san 14
T.2.2. Leave testing rrBpliims oo iee s eeeeae e s s s e n nAenebmant e s mtanne e e sen 15
e B T T T SOOI 15
T2, TermimEtion CRBEKIESE ..o caeris et isees casms e ames sams saers s s banns en s e emm e s 420t 4 d 4 bt 2 42 mt e 4 1 16
T L T = e OO 16
B. Preparation of budgets, budget reviews, accounts and reports required by the Act or Regulations .....17
Bl SEOPE AN BEPPOEER et eaa e e eeeeasns s e st ammtaaneabe et sanna e am e mnt S en s s nheanna sms et e 17
B.2. Detailed findings and recommendationms et s s ers st sene s nsasaned e s e 17
B2l Fraud Mana e miemt POliiy .ot et em e cemsi s das s s em b s s s s 8 Sk A St SeE e st saannd et nh e 17
8.2.2. Compliance Audit Return Lod@ement DELE. ... eee e emeeeac s e e smmes e emsem et sam s s semamns sms e s 18
B.2.3. Risk Management Framework and Risk Management Polioy oot sscesae s s 18
9. GuUidante on RISk ASSEESIMIEMT . oot er e e b en e st i s e e et s sen e e 19

Page 3 of 21

Shire of Brookton, Audit and Risk Committee, 13 July 2023 - Agenda 11



CHARTERED ACCOETNTARTE

{4 AMD

Inherent limitations

Due to the inherent limitations of any intermnal control structure, it is possible that fraud, error or non-compliance with
laws and regulations may occwr and not be detected. Further, the internal control structure, within which the control
procedures that have been subject to review, has not been reviewed in its entirety and, therefore, no opinion or view is
expressaed as to its effectiveness of the greater internal control structure. This review is not designed to detect all
weaknessas in contral procedures &s it s not performed continuously throughout the period and the tests performed on
the contral procedures are on a sample basis. Any projection of the evaluation of control procedures to futwre periods is
subject to the risk that the procedures may become inadequate because of changes in conditions, or that the degree of
cormpliance with them may deteriorate.

‘Wie believe that the statements made in this report are accurate, but no warranty of completenass, accuracy or reliability
is given in relation to the statements and representations made by, and the information and documentation provided by,
the Shire of Brookton's management and personnel. We have indicated within this report the sources of the information
provided. We have not sought to independently verify those sources unless otherwise noted with the report. 'We are
under no obligation in any ciroemstance to update this report, in either oral or written form, for events occurring after
the report has been issued in final form unless specifically agreed with the Shire of Brookton. The review findings
expressad in this report have been formed on the above basis.

Third party reliance

This report was prepared solely for the purpose et out in this report and for the internal use of the management of Shire
of Brookton. This report is solely for the purpose st owt in the "Scope and Approach’ of this report and for Shire of
Brookton's information, and is not to be wsed for any other purpose or distributed to amy other party withowt AKD's prior
written consent. This review report has been prepared at the reguest of the Shire of Brookton's Chief Executive Officer or
its delegate in connection with our engagement to perform the review as detailed in the 2023 Financial Management
System Review Services Proposal. Other than our responsibility to the Council and management of the Shire of Brookton,
neither AMD nor any member or employee of AMD undertakes responsibility arising in any way from reliance placed by a
third party.
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{ AMD

1. Executive Summary

1.1. Background and Objectives

The primary objective of our Financial Management System Review (FMSR) was to assess the adequacy
and effectiveness of systems and controls in place within the Shire; in accordance with AMD's 2023
Financial Management System Review Services Proposal (the “Review”).

The responsibility of determining the adequacy of the procedures undertaken by us is that of the Chief
Executive Officer (CEO). The procedures were performed solely to assist the CEO in satisfying his duty
under Section 6.10 of the Local Government Act 1995 and Regulation 5(1) of the Local Government
(Financial Managerment) Regulations 1996.

Our findings included within this report are based on the site work completed by us on 13 to 15 March
2023. Findings are based on information provided and available to us during and subseguent to this site
visit.

1.2. Summary of Findings

The procedures performed and our findings on each of the focus areas are detailed in the following

sections of the report:

® Section 2 - Collection of money;

® Section 3 - Custody and security of money;

* Section 4 - Maintenance and security of the financial records;

® Section 5 - Accounting for municipal or trust transactions;

® Section 6 - Authorisation for incurring liabilities and making payments;

® Section 7 - Maintenance of payroll, stock control and costing records; and

® Section 8 - Preparation of budget, budget reviews, accounts and reports required by the Local
Government Act 1995 or the Local Government (Financial Management) Regulations 1996.

Following the completion of our review and subject to the recommendations outlined within sections 2
to 8, we are pleased to report that in context of the Shire’s overall internal control environment, policies,
procedures and processes in place are appropriate, and have been operating effectively at the time of
the review.

Findings reported by us are on an exceptions basis, and do not take into account the many focus areas
tested during our review where policies, procedures and processes were deemed to be appropriate and

in accordance with better practice.

We note that we have very few findings following completion of our review, relative to other similar
sizes Local Governments where we complete FMSR’s on their behalf.

We believe this is reflective of the robust policies, procedures and processes in place at the Shire of
Brookton.
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CHARTERED SOCEINTARTE

{ AMD

The following tables provide a summary of the findings raised in this report:

Nurnber af mew

s - - EXE
0 a 5 7

isswes reporied

For details an the review rating cniteria, phease refer to Section 9.

411

4132

5211

621

FA
7.21

7.2.2

7.23

7.24

7.25

811

B.22

B.L3

Collection of money

We hauemfmdlng; to raise in I'HpH:I.I.ﬂ-'II'E collection af Maney.

Custody ond security of money

We hiive na findings to raise in respect to the cuitady and security of money.
Mgintenance and security of finoncial records

Key Security and Access to CRC Building

Kiy cabinet at the Adrmin Office remains unlocked throughout the day. Msdium
Occasions noted where staff do not always complets the key sign out book.

All staff requiring sccess to the CRC building utilise the same alarm code,

Dizaster Recovery Plan and Disposal of IT Equipment Policy

Disaster Recovery Plan has not been reviewed annual as stated, nor kas it been tested. Medium
The Shire does not have & Disposal of IT Equipment Palicy.

Aseounting for municipel and trust transaction

Monthly Reconciliations

A number nfmnrlmlr recancilistions had not been lqul‘.'d to evidence a review had been :nmpl:u-d.

Furthermore thare is no evidénos 1o indicabe Irbdeph'den'l T nrmnrrﬂ\l-l- Financial statéements.

Tender w'l‘hﬂ'rl.

A number of documents werne not prﬂu'ﬂbﬂlﬁ SUpprt the tendars welected for tul‘mg. Medium
Maintenance of payroll, stock control and costing records

Human Resources Policies

The Shire doed not have 3 pan- or ﬂrbthﬂurefﬁr sl recruitrment, stall ph'ﬁ:ln'rlll'ltt rewiewd, and Medium

training and development. In addition, the code of conduct was not reviewsd in accardance with the
stated review date of June 2022,

Leave Testing Exceptions

Dwring our testing & number of leave forms were not provided. In addition, we noted occasions
where the keave form did not specity the number of hours of leave taken,

Fuel Recondliation

Variance identified during testing af the February 2023 fuel reconcilistion.

Termination Checklist

The Shire did not use & termination checklist for the termination payment selected for testing.
Payroll Testing Exceptions

Manthly payroll reconciliations de not include a reconciliation to the Payrell YTD report.

An suthorised superannuation deduwdtion form could not be provided.

One payroll report had not been signed by the preparer.

Preparotions of budgets, budget rewiews, occounts ond reports reguired by the Act or Regulations
Fraud Management Policy

The Shire does not have 3 Fraud Management Palicy

Compliance Audit Return Lodgement Date

The 2021 Compliance Audit Return was not submitted to the Department CEO by 31 March 2022 as
required.

Risk Management Framework and Risk Management Policy

The Risk Management Framewark and Risk Management Palicy (st amended September 2021)
refers to the former ASNZS |30 31000:2009 rather than the recent standard ASNIS IS0
10002018
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{4 AMD

CHARTENED ACCOUNTANTS

1.3  Llimitations

We draw your attention to the following limitations:

*  We were not required to and did not undertake an audit in accordance with Australian Auditing
Standards. Consequently, no assurance will be expressed.
We have not verified the authenticity or validity of the documentation made available to us.
We have included information that we obtained verbally in this document. We cannot verify that
this information is credible or truthful.

* |f additional or new documentation or information is brought to our attention subsequent to the
date of this report, which would affect the observations detailed below, we reserve the right to
amend and qualify our findings accordingly.

Page7 of 21
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{4 AMD

CHARTERED ACCOUNTANTS

2. Collection of money

2.1. Scope and approach
Conducted site visits of cash collection points to review the controls and procedures over the collection,
receipting, recording and banking of cash collected offsite.

Site visits were completed for the following locations operated by the Shire:
* Shire of Brookton Administration Office;

* Brookton Cormmunity Resource Centre; and

® Brookton Aquatic Centre.

The following procedures were completed (as applicable) at each site:

Documented internal controls, procedures and reconciliations in relation to all source of income;
Tested collection, receipting, invoicing and posting procedures over cash receipts on a sample basis
Counted petty cash and float on hand ensuring materially correct;

Reviewed fees and charges schedule and ensure adequate internal controls in place over receipting;
and

* Reviewed credit control procedures in respect to sundry debtors and rate debtors.

2.2. Detailed findings and recommendations

Our review indicated the collection of money is in line with best practice and was found to be operating
effectively.

Accordingly, we have no recommendations to raise in respect to the collection of money by the Shire.
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CHARTENED ACCOUNTANTS

{4 AMD

3. Custody and security of money

3.1. Scope and approach
Reviewed the security of cash and banking procedures to ensure appropriate controls and procedures
are in place.

Site visits were completed for the following locations operated by the Shire:
* Shire of Brookton Administration Office;

® Brookton Community Resource Centre; and

®*  Brookton Aquatic Centre.

The following procedures were completed (as applicable) at each site:

* Completed site visits to cash collection points and reviewed the controls and procedures over the
collection, receipting, recording and banking of cash collected offsite;

* Reviewed the security of cash and banking procedures to ensure appropriate controls and
procedures are in place; and

* Reviewed compliance with investment policy.

Please note ~ Testing completed and procedures performed in respect to custody and security of money
should be reviewed in conjunction with “Section 2 - Collection of Money”.

3.2. Detailed findings and recommendations

Our review indicated the custody and security of money is in line with best practice and was found to be
operating effectively.

Accordingly, we have no recommendations to raise in respect to the custody and security of money by
the Shire.
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4. Maintenance and security of the financial records

4.1. Scope and approach

* Reviewed information technology (IT) systems to assess physical security, access security, data
backups, contingency plans, compliance and systems development; and

* Reviewed registers maintained (including building key register, tender register, gifts and travel
registers etc.) and Council minutes.

4.2. Detailed findings and recommendations

4.2.1 Key Security and Access to CRC Building
Finding Rating: Medium

Our observations and enquiries indicated the following in respect to key security and key registers:

® Keys at the Administration Office are kept in an open key cabinet throughout the day with any
employee physically able to access these;

* Staff will on occasion use keys from the key cabinet without completing the key sign out book; and
The same alarm code is used by all staff to access the CRC building.

Implication/Risks
Risk of unauthorised access to Council assets.

Recommendation

We recommend:

* Keys maintained at the Administration Office be stored in the locked key cabinet to ensure access is
restricted to authorised personnel;
Staff be required to complete the key sign out book when utilising Council keys; and
Staff who require access to the CRC building be provided with their own unique alarm code.

Management Comment:

Procedures have been amended to approve the Administration Records Officer (ARO) as the
authorised personnel for the key cabinets. Cabinets are locked at all times and access is required
through the ARO.

The ARO is responsible for the signing out of keys.

A Security System Code register is currently being implemented at the CRC. This will ensure all
employees are provided with an individual PIN for access to the CRC building and will form part of the
Engagement Checklist.

Responsible Officer: Manager Corporate & Community Completion Date: 27/04/2023
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CHARTERED ACCIETNTRANTE

4.2.2 Disaster Recovery Plan and Disposal of IT Equipment Policy
Finding Rating: Medium

During our review of Information Technology (IT) policies and procedures we noted the following:

* The Shire of Brookton's Disaster Recovery Flan adoption date is recorded as 18 February 2021 with a
documented requirement to review annually. However, the plan does not appear to have been
reviewed annually ner has the plan been tested; and

* The Shire does not have a documented |T policy for the disposal of IT eguipment.

Implication/Risks

* ‘Without regular reviewing and testing of the Disaster Recovery Plan the Shire may fail to identify and
rectify any deficiencies in the plan, and in the event of an unforeseen circumstance the Shire may
experience significant delays and business disruptions.

* Without a disposal of IT equipment policy there is a risk of misappropriation of the Shire's assets, or
access to sensitive Shire information where the assets have not been disposed of securely and
safely.

Recommendation

We recommend the Shire:

* Review and test the Disaster Recovery Plan on a regular basis to identify any deficiencies and update
the plan accordingly; and

* |mplement a disposal of IT equipment policy, communicating the policy to staff and ensuring
angoing monitoring of compliance with the policy.

Management Comment:

The Disaster Recovery Plan will be reviewed at the earliest convenience. & guote has been requested

from our IT provider te assist with the annual review and expected to be undertaken in the 2023724

financial year.

Implementation of a Disposal of IT Equiprment Palicy is currently underway and will be presentad to
Council by December 2023,

Responsible Officer: Manager Corporate & Community Completion Date: 27/04,/2023
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CHARTERED ACCIHINTANTE

5. Accounting for municipal or trust transactions

5.1. Scope and approach

*  Reviewed all monthly reconciliations including bank, sundry debtors, sundry creditors, fixed assets,
rates debtors and rateable value reconciliations ensuring correctly reconciled and reviewed;

*  Reviewed and tested in detail most recent municipal and trust bank reconciliations prepared;

* Reviewed processes in respect to BAS, FBT Return and other statutory returns preparation;

*  Reviewed use of reserve funds and determined whether changes in reserve purposes have been
budgeted or public notice was provided:

* Reviewed trust ledger balances; and

* Reviewed policies and procedures in respect to insurance, recording claims and insuring newly
acquired assets.

5.2. Detailed findings and recommendations

5.2.1. Monthly Reconciliations
Finding Rating: Low

During our review of January 2023 monthly reconciliations, we identified the following reconciliations
had not been signed to evidence a review had been completed:

* sundry debtors;

® rates gebtors; and

* rateable values.

Furthermare, our enquiries indicated that while the Manager Corporate and Community reviews the
electronic file relating to the monthly reconciliations and the monthly statement preparation, there is
no evidence of independence review.

Implication/Risks
Risk of material misstatement or error not detected on a timely basis.

Recommendation
Reconciliations are a key control and should be reviewed by someone independent of the reconciliation
function on at least a monthly basis.

Furthermore, we recommend there be evidence to indicate independent review of monthly financial
staterments.

Management Comment:
The End of Month Procedures have been reviewed and updated to ensure dual signage on all
documents.

Whilst the individual documents were not dual signed the End of Month Checklist is reviewed and
signed off by the Senior Finance Officer and Manager Corporate & Community.

The End of Month checklist has been amended to include the independent review of the Monthly

Financial Statements and dual signing by the Senior Finance Officer and Manager Corporate &
Community.
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Responsible Officer: Manager Corporate & Community Completion Date: 27/04/2023

6. Authorisation for incurring liabilities and making payments

&.1. Scope and approach

* Reviewed controls and procedures over the authorisation of purchase orders and making of
payments;

*#  Tested sample of payments to ensure compliance with stated procedures;

*  Reviewed credit card processes and procedures, testing transactions on a sample basis;

*  Reviewed petty cash processes and procedures, testing transactions on a sample basis;

* Completed sample testing of azset additions and asset disposals;

*  Reviewed asset capitalisation and depreciation pelicy and ensure compliance with stated palicies;
and

*  Reviewed new loans received ensuring budgeted for or public notice provided.
6.2. Detailed findings and recommendations

6.2.1. Tender Management
Finding Rating: Medium

During our review of tender management the following documents were not provided to us in respect to
tender RFT 1-2020/2021:

*  pAdvertisements;

*  Reqguest for tender documentation;

*#  Details of the opening of the tender; and

*  Post tender review.

Az a result, our sample testing with respect to tender management was limited to the documentation
provided.

Implications / Risks

*  Risk of non-compliance with tender processes and related legislation.

*# lack of documentation to support project evaluation outcomes.

* lack of formalised documentation evidencing tender performance assessment.

Recommendation
We recommend all decumentation during the tender process be retained and available for review.

Management Comment:
A Tender Checklist is to be implemented and communicated to appropriate staff to ensure compliance.

Responsible Officer: Manager Corporate & Community Completion Date: 27/04/2023
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7. Maintenance of payroll, stock control and costing

7.1. Scope and approach

*  Completed site visit to the depot to review security over stocks held and allocation [ costings of
stocks used (including fuel and inventory stocks):

*  Reviewed of the allocation of public works overheads, plant operating costs and administration
overheads completed;

*  Reviewed payroll controls and procedures to ensure effective controls are in place, and complete
tests on a sample basis to ensure these controls were operating effectively;

*  Reviewed procedures and policies in place in respect of human resource management legislative and
compliance requirements, recruitment, perfermance appraisal, disciplinary and termination
procedures and leave entitlemeants;

*  Reviewed listing of leave taken by employees ensuring authorised leave forms completed; and

*  Reviewed annual leave balances and identify employees with more than eight weeks annual leave.

7.2. Detailed findings and recommendations

T.2.1. Human Resources Policies and Procedures
Finding Rating: Medium

Our cbservations and enguiries in respect to human resources policies and procedures identified the
Shire does not have documented policies or procedures for the following:

* staff recruitment;

*  staff performance reviews; and

* training and development.

In addition, we noted the code of conduct was due for review in June 2022,

Implications / Risks

# Lack of palicies and/or procedures and out dated policies and procedures may lead employees
misunderstanding their roles and expectations, and may not reflect the actual practices followed by
Shire representatives.

# Risk Code of Conduct being out of date and non-compliant.

Recommendation

We recommend:

* the above policies and procedures be prepared, approved, implemented through appropriate
communication to employees and regularly monitored; and

* the code of conduct be reviewed in accordance with stated review date and updated if required.

Management Comment:

The Shire does not have a policy or procedure for staff recruitment, staff performance reviews, and
training and development. In addition, the code of conduct was not reviewed in accordance with the
stated review date of June 2022,

staff will review existing HR policies and document reguired procedures by 30 September 2023,

The CEOD will review the Employees Code of Conduct by 30 June 2023,

Responsible Officer: Chief Executive Officer Completion Date: 27/04/2023
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7.2.2. Leave Testing Exceptions
Finding Rating: Low

Our sample testing in respect to leave management identified the following exceptions:
* sick leave forms were not provided for two employees selected;
® asick leave form provided was not recorded in the leave entitlement report;
* occasions where the leave form did not specify the number of hours of leave taken; and
* long service leave accrued and held by other Local Government Councils is not currently recorded in
Synergy.

Implications / Risks
Without accurate leave form management, there is a risk of material misstatement of leave provisions
and individual leave balances.

Recommendation

We recommend:

* Leave forms be retained for all leave taken by employees and all leave forms specify the hours of
leave taken;
Leave forms be updated to include the number of hours of leave taken; and
Long service leave owing from other Local Government Councils be recorded in Synergy to ensure
adequate records are maintained refating to accurate leave provision balances as any point in time.

Management Comment:
Leave forms have been amended to include hours taken.

A Fortnightly Payroll Checklist is currently being implemented to ensure all leave forms retained for
leave taken.

LSL is not currently detailed in SynergySoft, a manual spreadsheet is kept and reviewed annually which
provides details of liability owed to other council's and owed by other council's providing a net balance
reported in our Annuals.

Responsible Officer: Manager Corporate & Community Completion Date: 27/04/2023

7.2.3. Fuel Reconciliation
Finding Rating: Low

While testing the February 2023 fuel reconciliation, we noted a variance of 235.078 litres when
comparing the actual fuel balance on hand of 3,213.652 litres to the calcuiated closing balance of
3,452.73 litres. Management advised the reason for the variance was fuel held in the service tanks is not
included in the reconciliation.

Implications / Risks
Risks of error or fraudulent transactions.

Recommendation
We recommend:
* Fuel held in service tanks be included in the fuel reconciliation each month; and
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*#  The Shire introduce a monthly tolerance variance for fuel and investigate variances above the
tolerance each month.

Management Comment:
Fuel held in the service tank is currently included in the monthly reconciliation.

We will develop a policy for a fuel telerance of 50 Litres per menth and implement as s0on as resources
are available, all associated documents amended to reflect the level.

The Infrastructure Department will be responsible to investigate any discrepancies and communicate
this to the appropriate staff.

Responsible Officer: Manager Infrastructure Waorks Completion Date: 27,/04/2023

7.2.4. Termination checklist
Finding Rating: Low

For the termination payment selected for testing, we noted there was no formal termination checklist
completed, ensuring all tasks relating to the employee’s termination had been completed and all council
property returnad.

Imiplications / Risks
Risk tasks required to be undertaken following an employes’s departure are not completed on a timely
basis.

Recommendation
We recommend a formal termination checklist be developed which is required to be completed upon
termination and signed off once completed.

Management Comment:
The finding relates to a termination prior to the implementation of the Termination Checklist in June
2022,

Council has been progressing with a range of impravements to address issues, the Termination Checklist
has been amended to be prepared by the Payroll Officer and reviewed by the Manager Corporate &
Community.

Responsible Officer: Manager Corporate & Community Completion Date: 27,/04/2023
7.2.5. Payroll Testing Exceptions
Finding Rating: Low

Owur testing of payroll on a sample basis identified the following:
*  The monthly payroll reconciliation does not include a reconciliation to the payroll ¥TD report;
*  An authorised superannuation deduction form sampled could not be provided; and
*  Aninstance whereby the payroll report had not been signed by the preparer.

Imiplications / Risks
Increased risk of fraud or error relating to payroll process.
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Recommendation

We recommend:

* the monthly payroll reconciliation include a reconciliation to the payroll YTD report;
® authorised superannuation deduction forms be retained for all employees; and

* all payrun reports be signed by the preparer.

Management Comment:
A fortnightly Payroll Reconciliation has been implemented to include reconciliation of payroll YTD.

The Engagement Checklist has been amended to include the Senior Finance Officer to dual sign new
employee details into the SynergySoft System.

Procedures have been amended to ensure all changes to the Payroll accounting system are dual signed
by the Finance Officer - Payroll and Manager Corporate & Community.

Responsible Officer: Manager Corporate & Community Completion Date: 27/04/2023

8. Preparation of budgets, budget reviews, accounts and reports required by the
Act or Regulations

8.1. Scope and approach

® Reviewed policy and procedure manual;

* Reviewed the procedures for preparation of the monthly financial statements, annual financial
statements and annual Budget, including assessment of accounting policy, notes and applicable
reporting requirements and efficiency of the process;

* Reviewed monthly financial statements ensuring presented to Council within two months and
information contained within monthly financial statements in accordance with Regulation 34 of
Local Government (Financial Monagement) Regulations 1996;

* Reviewed the mid-year budget review to ensure compliance with Regulation 33A of the Local
Government (Financial Management) Regulations 1996 and assessment of budgetary expenditure
controls in place;

® Ensured prior year audit report and management letter have been presented to audit committee
and Council; and

® Reviewed compliance with Part 6 of the Local Government Act 1995 and Local Government (Financial
Management) Regulations 1996.

8.2. Detailed findings and recommendations

8.2.1. Fraud Management Policy
Finding Rating: Medium

Our enquiries indicated the Shire does not have a Fraud Management Policy in place.

Implications / Risks
In the absence of a documented Fraud Management Policy and Framework, the risk of fraud related
events being undetected increases.
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Recommendation

We recommend the Shire develop and implement a Fraud Management Policy and Framework. This
Framework would provide a system of detection and prevention of fraud, reporting of any fraud or
suspected fraud and appropriate dealing of issues relating to fraud. Once documented, this Framework
should be implemented and appropriately communicated to staff.

Management Comment:
The Shire does not have a policy or framework for Fraud management. This will be implemented at the
earliest time subject to resources being available.

Once adopted it will be communicated to the appropriate staff.

Responsible Officer: Manager Corporate & Community Completion Date: 27/04/2023

8.2.2. Compliance Audit Return Lodgement Date
Finding Rating: Low

As required by Regulation 15{1) of the Local Government (Audit) Regulations 1996, after the compliance
audit return has been presented to the Council, a certified copy of the return is to be submitted to the
Departmental CEO by 31 March next following the period to which the return relates. The 31 December
2021 compliance audit return was submitted to the Departmental CEO on the 19 April 2022.

Implications / Risks
Non-compliance with Regulation 15 of the Local Government (Audit) Regulations 1996.

Recommendation

We recommend in accordance with Regulation 15(1) of the Local Government (Audit) Regulations 1996,
the compliance audit return be submitted to the Departmental CEOQ by 31 March each year. We noted
the 2022 compliance audit return was lodged by 31 March 2023.

Management Comment:
High staff turnover in the 2021/22 financial year has adversely impacted the timelines for the Shire of
Brookton.

New procedures have been put into place to ensure all future key reporting dates are met ensuring
compliance requirements with Regulation 15 (1) of the Local Government (Audit) Regulations 1996.

Responsible Officer: Manager Corporate & Community Completion Date: 27/04/2023
8.2.3. Risk Management Framework and Risk Management Policy
Finding Rating: Low

A review of the Risk Management Framework and Risk Management Policy identified:

* areference to the former standard AS/NZS 1SO 31000:20089 in the framework, instead of the more
recent standard AS/NZS 1SO 31000:2018; and

® the Risk Management Policy 2.8 (as contained within the Framework) was last reviewed and
amended in September 2021, however still referred to the former standard AS/NZS 1SO 31000:2009.
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Implications / Risks

Without updated policies and procedures, staff may be unaware of Council and management's
expectations regarding how they manage Shire risks. This can lead to errors, fraud andfor non-
compliance.

Recommendation
We recommend the Shire review and update the Risk Management Framework incorporating all risk
related palicies to reflect the updated standard.

Management Comment:
The Risk Management Framework and Policy will be reviewed as soon as practical and presented at the
next available Ordinary Council Meeting for endorsement.

Responsible Officer: Manager Corporate & Community Completion Date: 26/04,/2023

9, Guidance on Risk Assessment

Rizk is uncertainty about an cutcome. It is the threat that an event, action or non-action could affect an
organisation’s ability to achieve its business objectives and execute its strategies successfully. Risk is an
inherent component of all service activities and includes positive as well as negative impacts. Az a result not
pursuing an opportunity can also be rizky. Risk types take many forms - business, economic, regulatory,
investment, market, and social, just to name a few.

Rizk management invalves the identification, assessment, treatment and ongoing monitorng of the risks and
controls impacting the organization. The purpose of risk management is not to avoid or eliminate all risks. It
is about making informed decisions regarding risks and having processes in place to effectively manage and
respond to risks in pursuit of an organisation’s objectives by maximising opportunities and minimising

adverse effects.

Our guidance to risk clazsification in accordance with Risk Management- Principles and Guidelines Standard
ASSIS0 31000:2018 and the Shire of Brookton's Risk Management framework is as follows:

Rizk is the probability that an event or action may adversely affect the organisation. Risk is assessed based
on the relationship between consequence and likelihood.

. Likelihood is the chance that the event may occur given knowledge of the organisation and its
environment.

. Consequence is the severity of the impact that would result if the event were to occur.

Our guidance to risk classification in completing our review is as follow:
Measurement of Likelihood of Risk

Likelihood is the chance that the event may occur given knowledge of the organisation and its envirenment.
The following table provides broad descriptions to support the likelihood rating:
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LIKELIHOOD TABLE
Rating Description Frequency
Almost Certain | Event may be expecied fo occur in most croumsiances > ONGE per year
Likeely Event may probably occur in most crcumstances Al least once per year
Possible Event should occur at some time At least once in 3 years
Unlikely Event could occur at some fime At lmastonce in 10 years
Rare Event may only occur in exceptional circumstances < pneein 15 years

*Above extrocted from the Shire of Brookton’s Risk Management Framework

Risk of Analysis Matrix — Level of Risk
Finding Rating for each audit issue was based on the following table:

LEVEL OF RISK GUIDE
Risk Matrix

*Above extrocted from the Shire of Brookton's Risk Management Framework
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Finding/Risk Acceptance Rating

RISK ACCEPTANCE CRITERIA

c«wydhnﬁndnmmmmpmkubnnwm

*Above extracted from the Shire of Brookton’s Risk Management Framework
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8.07.23.02 REVIEW POLICY 2.8 RISK MANAGEMENT & RISK MANAGEMENT FRAMEWORK

File No: N/A

Date of Meeting: 13 July 2023

Location/Address: N/A

Name of Applicant: N/A

Name of Owner: N/A

Author/s: Deanne Sweeney — Manager Corporate and Community

Authorising Officer: Gary Sherry — Chief Executive Officer

Declaration of Interest: The author and authorising officer do not have an interest in
this item

Voting Requirements: Simple Majority

Previous Report: N/A

Summary of Report:
The Audit and Risk Committee is to consider endorsement of amendments to Policy 2.8 Risk
Management and the Risk Management Framework following the Financial Management Review.

Description of Proposal:

Staff have reiviewed the Shire of Brookton’s systems and procedures in relation to risk management.
It has been identified that minor changes are required to

Policy 2.18 Risk Management and Attachment, included at Attachment 8.07.23.02A

Risk Management Framework included at Attachment 8.07.23.02B

The relevant changes are identified in red text to reflect the changes.

The review identified a reference to the former standard AS/NZS ISO 31000:2009 in the framework,
instead of the more recent standard AS/NZS I1SO 31000:2018; and the Risk Management Policy 2.8
(as contained within the Framework) was last reviewed and amended in September 2021, however
still referred to the former standard AS/NZS 1SO 31000:2009.

The amended policy provides greater clarification to staff on Council and management’s
expectations regarding how they manage risks and ensuring compliance.

Background:

Section 6.10 of the Local Government Act 1995 and Regulation 17 of the Local Government (Audit)
Regulations 1996 requires the Chief Executive Officer to review the appropriateness and
effectiveness of a local government’s systems and procedures in relation to risk management,
internal control and legislative compliance, and report the results of the review to the Audit (and
Risk) Committee.

Consultation:
Consultation has occurred between Chief Executive Officer and Manager Corporate & Community.

Statutory Environment:

17. CEO to review certain systems and procedures

(1) The CEOQ is to review the appropriateness and effectiveness of a local government’s systems
and procedures in relation to —
(a) risk management; and
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(b) internal control; and
(c) legislative compliance.

Local Government Act 1995 S6.14

Work Health and Safety Act 2020

Work Health and Safety (General) Regulations 2022
AS/NZS 4360: 2004 Risk Management

Local Government Audit Regulations - 17

Relevant Plans and Policy:
There are a number of policies that align to the Risk Management Framework:
e Policy 2.2 Occupational Safety and Health
e Policy 2.5 Fit for Work
e Policy 2.8 Risk Management
e Policy 2.16 Significant Accounting Policies
e Policy 2.18 Use of Corporate Credit Cards
e Policy 2.19 Financial Reserves Policy
e Policy 2.29 Working from Home
e Policy 2.43 Internal Audit Charter

The recommendation proposes amendments to the existing Policy 2.8.

Financial Implications:
There are no known financial implications to the 2023/24 budget applicable to this policy.

Risk Assessment:
On assessment against the Risk Matrix table below, the risk in relation to the amended policy and
framework is assesses as “Low”.

Cop se.quence Insignificant Minor Moderate Major Extreme
Likelihood
Almost Certain Medium High High Severe Severe
Likely Low Medium High High Severe
Possible Low Medium Medium High High
Unlikely Low Medium Medium High
Rare Low Low Low Low Medium
Risk Rating Action

Comply with risk reduction measures to keep risk as low as reasonably
practical.

Review risk reduction and take additional measures to ensure risk is as
low as reasonably achievable.

MEDIUM

HIGH

Community & Strategic Objectives:

This item relates to delivery of core business and services detailed in the Shire of Brookton
Corporate Compendium — October 2020, duly appended to the Brookton Corporate Business Plan
<2032.

Specifically, the amended Policy supports the following Business Unit and Functions
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19. Risk Management
19.1 Review Risk Management Policy
19.2 Perform risk assessments
19.3 Implement risk mitigation measures

Comment

These documents are fundamental and essential to managing risk as part of governance and are
fundamental to how the organisation is managed at all levels and will contribute to continuous
improvement of management systems.

OFFICER’S RECOMMENDATION

That the Audit and Risk Committee recommends that Council adopts:

1.  Policy 2.8 Risk Management as included at Attachment 8.07.23.02A; and

2.  the Shire of Brookton Risk Management Framework as included at Attachment 8.07.23.02B.

(Simple Majority vote required)

Attachments
Attachment 8.07.23.02A — Policy 2.8 Risk Management (as amended)
Attachment 8.07.23.02B — Shire of Brookton Risk Management Framework (as amended)
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Attachment 8.07.23.02A

28 RISK MANAGEMENT |

Directorate:

Statutory Emvironment:

Work Health and Safety (General) Regulations 20232
AS/NZS 4360: 2004 Risk Management
Lecal Government Audit Regulgtions - 17

Council Adoption: Date: Oct 2016 Resolution #: 13.06.05.04
Last Amended: Diate: Sept 2021 Resolution #: OChM 09.21-11
Review Date: June 2023

Purpose:

The Shire of Brockton's (“the Shire”) Risk Management Policy documents the commitment and objectives
regarding managing uncertainty that may impact the Shire's strategies, goals or objectives.

Policy:

It is the Shire’'s Policy to achieve best practice aligned with AS/NZS 130 310002805 2018 Risk management in
the management of all risks that may affect the Shire, its customers, people, assets, functions, objectives,
operations or members of the public.

Risk Management will form part of the strategic, operational, project and lime management responsibilities
and where possible, be incorporated within the Shire's Integrated Flanning Framewaork.

The Shire's Senior Management Group will implement and communicate the Risk Management policy,
objectives and procedures, as well as direct and monitor implementation, practice and performance.

Every employse, Elected Member, volunteer and contractor within the Shire is recognised as having a role
in risk management.

Consultants may be retained at times to advise and assist in the risk management process or management
of specific risks or categories of risk.

Definitions (from AS/NZS 150 31000:2508 2018):
*  Rizk means Effect of uncertainty on objectives.

Note 1- An effect is o deviation from the expected — pasitive or negative.

Note 2: Objectives can have different aspects [such as finoncigl, health and
safety and environmental goals) and can apply at different levels (such
as strategic, organisation-wide, project, product, or process).

*  Rizk Manogement means Coordinated activities to direct and control an organisation with regard to
rizk.

*#  Rizk Monpogement Process means systematic application of management policies, procedures and
practices to the activities of commumnicating, consulting, establishing the context, and identifying,
analysing, evaluating, treating, monitoring and reviewing risk.

Shire af Brockion Policy Manual Page 1 of 207
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Dbjectives:

* (Optimise the achievement of the Shire’s vision, experiences, strategies, goals and objectives.

* Provide transparent and formal owersight of the risk and control environment to enable effective
decision making.

* Enhance risk versus return within our risk appetite.

* Embed appropriate and effective controls to mitigate risk.

*  Achieve effective corporate governance and adherence to relevant statutory, regulatory and
compliance obligations.

* Enhance organizational resilience.

* |dentify and provide for the continuity of critical operations.

Risk Appetite:

# The 5Shire defined its risk appetite through the development and endorsement of the Shire's Risk
Aszsessment and Acceptance Criteria. The criteria are included within the Risk Management
Procedures and are subject to ongoing review in conjuncticn with this policy.

* Al organisational risks reported at a corporate level are to be assessed according to the Shire’s Risk
Assessment and Acceptance Criteria to allow consistency and informed decision making. For
operational reguirements swch as projects or to satisfy extermal stakeholder reguirements,
altermative risk aszezzment criteria may be utilised, however these cannot exceed the
organisation’s appetite and are to be noted within the individual risk assessment and approved by
the CEOQ.

Rioles, Responsibilities & Accountabilities:
Council's role with assistance from the Audit and Risk Committes is to —

*  Review and approve the Shire's Risk Management Policy and Risk Assessment and Acceptance
Criteria.

*  Ligise with Office of the Auditor General in its assessment and reporting on financial statements
and performance standards annually.

* E=ztablish and maintain an Audit and Rizk Committee under provisions of the Local Gowernment Act,
1995 with the charter to oversee the identification of relevant risks and associated actions of
mitigation across all finance and cperational areas.

The CEOQ iz responsible for the allocation of roles, responsibilities and accountabilities. These are
documented in the Risk Management Procedures (Operational Document).

Monitor & Review:
The Shire will implement and integrate a monitor and review process to report on the achievement of the
Rizk Mamagement Objectives, the management of individual risks and the ongoing identification of issues

and trends.

Thiz policy will be kept under review by the Shire's Senior Management Group and will be formally
reviewed by Council biennially.

Shire af Brookton Palicy Manual Page 2 of 297
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Attachment 8.07.23.02B

Shire of i A

Brookton

Risk Management Framework

Risk Management Policy &
Risk Management Procedures

June Oetobae 201973
Version: 21
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Glossary

Term Definition

A process which documents a plan to manage the realisation of nsk,

Business Continuity ensuring that the business can operate to the extent required in the event of

Planning

an incident.
Consequence The outcome or result of an incident.
Context The circumstances that form the setiing for an event, statement or idea, and
in terms of which it can be fully undarstood.
Actions that can be taken to reduce the severty or likelihood of this nsk
Controls .
DCCUTTNg.
Framework A set of components that provide a foundation.
Likelihood Chance of something occurmring
Risk Effect of uncerainty on objectives.
. . The amount of nzk an organisation iz willing fo take on n order to achieve its
Risk Appetite obijeciives
Rizsk Assessment Combined process of nsk identification, risk analysiz and risk evaluation.

Coordinated activities to direct and control an organisation with regard to

Rizsk Management sk,

Systemnatic application of management policies, procedures and practices fo

Ellit:;;nagemem the activities of communicating, consulting, establishing the context, and
identifying, analysing, evaluating, treating, monitoring and reviewing risk.

Risk Crwmer Staff member with the accountability and awthorty to manage a nsk

Risk Rating Fisk priorty based on consegquence and likelihood assessments

Risk Register Feqister of all identified risks, their consequences, lkelhood, rating and

treatments
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Risk Management Policy

28 RISK MAMAGEMENT

Directorate: Executive

Lafe HHeaER- : - . = Work

. Health and Safety Act 2020
Statutory Environmenit: . )

i e

Waork Heaith and Safety {General) Regulations 2022
AS/NZS 4360: 2004 Risk Manogement
Local Government Auwdit Regulations - 17

Council Adoption: Date: Oct 2016 Resolution #: 13.06.08.04
Last Amended: Data: Sept 2021 Resolution #: OCM 05.21-11
Review Date: June 2023

Purpose:

The Shire of Brookton's (“the Shire”) Risk Management Policy documents the commitment and objectives
regarding managing uncertainty that may impact the Shire's strategies, goals or objectives.

Policy:

It is the Shire’s Policy to achieve best practice aligned with AS/NZS 150 310002085 2018 Risk management in the
management of all risks that may affect the Shire, its customers, people, assets, functions, objectives, operations
or members of the public.

Risk Management will form part of the strategic, operational, project and line management responsibilities and
where possible, be incorporated within the Shire's Integrated Planning Framework.

The Shire's Senior Management Group will implement and communicate the Risk Management policy, objectives
and procedures, as well as direct and moniter implementation, practice and performance.

Every employes, Elected Member, volunteer and contractor within the Shire is recognised as having a role in
risk management.

Consultants may be retained at times to advise and assist in the risk management process or management of
specific risks or categories of risk.

Definitions (from AS/NZS IS0 31000:2088 2018):
*  Rizk means Effect of uncertainty on objectives.

Note 1- An effect is g devigtion from the expected — positive or negative.

Note 2: Objectives can hove different aspects (such as finoncial, health and safety
and envircnmental goals) and can apply ot different levels [such as strategic,
organisation-wide, project, product, or process).

*  Rizk Management means Coordinated activities to direct and control an organisation with regard to risk.

*  Rizsk Management Process means systematic application of management policies, procedures and practices
to the activities of communicating, consulting, establishing the context, and identifying, analysing,
evaluating, treating, moenitoring and reviewing risk.

5
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Objectives:

Optimise the achievement of the Shire's vision, experiences, strategies, goals and objectives.

Provide transparent and formal owversight of the risk and control environment to enable effective
decision making.

Emhance risk versuz return within our risk appetite.

Embed appropriate and effective controls to mitigate risk.

Achieve effective corporate govermance and adherence to relevant statutory, regulatory and
compliance obligations.

Enhance organisational resilience.

Identify and provide for the continuity of critical operations.

Risk Appetite:

The Shire defined its risk appetite through the development and endorsement of the Shire’s Risk
Asseszment and Acceptance Criteria. The criteria are included within the Risk Management Procedures
and are subject to ongoing review in conjunction with this policy.

All organisational risks reported at a corporate level are to be assessed according to the Shire's Risk
Assessment and Acceptance Criteria to allow consistency and imformed decision making. For operational
requirements such as projects or to satisfy external stakeholder requirements, altermative risk
assessment criteria may be utilised, however these cannot exceed the crganisation’s appetite and are
o be noted within the indwidual risk assessment and approved by the CEOQ.

Roles, Responsibilities & Accountabilities:
Council's role with assistance from the Audit and Risk Committes is to —

Review and approve the Shire's Risk Management Policy and Rizk Assessment and Acceptance Criteria.
Ligize with Office of the Auditor General in its asseszment and reporting on financial statements and
performance standards annually.

Establish and maintain an Audit and Risk Committes under provisions of the Local Government Act, 1955
with the charter to oversee the identification of relevant risks and associated actions of mitigation across
all finance and operational areas.

The CED is responsible for the allocation of roles, responsibilities and accountabilities. These are documented
in the Risk Management Procedures (Operational Document).

Monitor & Review:
The Shire will implement and integrate a monitor and review process to report on the achievement of the Risk
Management Objectives, the management of individual risks and the ongoing identification of issues and trends.

This policy will be kept under review by the Shire’s Senior Management Group and will be formalky
reviewed by Council biennially.
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Introduction

All organizations have intemal and external factors and influences that make it unceriain as to whether or not they
will achieve their objectives. Fundamentally, this uncertainty on the organisations objectives iz called rigk.

Everything an organization doss imvolves some form of risk. Rizk is managed by anticipating, idenfifying, analysing
and then deciding if it iz an acceplable level of isk, or if actions can be taken to reduce it, to an acceptable level
of igk.

This document presents the Shire’s Risk Management Policy, processes and procedurss which combine to form
a failored Rizk Management Framework. This Framework outlines the Shires individual approach to incorporating
theee concepts at an organisational level.

Abiding by this framework will 2ziablizh corporate governance, legislative and regulatory compliance balanced with
the resources available whilst taking human and cultural factors into account

The following flow chart (Figure 1) illustrates the relationships between the nsk management principles,
framework and process.
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Figure 1: Relationships between the risk management prnciples, framework and process. Souess-
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Three Step Risk Governance Structure

First Step
Operational areas of the Shire are the firet step in ensurng riske within their scope are:
*  |denbfied
* Reported
*  fAzsessed
+* Managed
+  Monitored

Each Business Unit iz accouniable for all actvities within their scope and responsible for:

Establching and mplementing appropriaie processes and controls.
*  Complefing required documentaBon, analysic and resisw.

Second Step

The Semior Management Group are the Second Step i the rick management process. In addition to individual
Busziness Unit responcibliies the Senior Management Group provide independent oversight of risk matters az
required, co-ordination of the Shire’s risk reporting for the CEO, Audit Commities and Council.

Third Step
The Third Step congists of external and internal audite to assess the efiectiveness of the First and Second Steps.

Internal Audits will be conducted on control processes and procedures under direcBion from the CEQ. The Audit
and Risk Committes may provide input on the direction and scope of these audits.

External Audits are conducted by the Office of the Auditor General (A0G) as required by legislation. Resulis are
reporied to the CEQ and Audit and Risk Commitiee, as well a5 extemal parties where applicable.

Eirst Step

e ol hop £ t ‘

[ = 7 S | Wamlti B Sravuiisei

Second Siep

Saviiiai W A | G ‘

Third Step

Figure - Threa Stap Governance Structurs
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Roles & Responsibilities

Al staff need to be familiar with the application of the nsk management process across their areas of
rezponsibility.

Council

Establich and maintain an Audt and Rizk Commities.

Facilitate resources, review and approve the Shire's Risk Management Policy and Framework.
Liaige with Office of the Auditor General (ADG) to report on financial statements annually and
the AQG iz zatisfied with measures being taken to miigate rzk.

To review and conzider any report or recommendation regarding the Risk Management
Framework.

Audit Commities

Cherzee external and intemal awdit functions.

Promote high level the transparency and accountakility of the Shire'z financial management
zystems and reparting.

Manage the Shire’s risk exposure.

Drive a culturs of continuous improvement, including adeguacy of accounting, intemal contral,
risk management, reporting and other financial management systems and practices.

Liaise with the Office of the Auditor Genera [ADG) on all matters detailled in itz Terms of
Feference.

Independently oversee all matters related to the conduct of external audits.

Chief Executive Officer (CEQY)

Ensure an effective risk management framework is implemented, applied and maintained across
all Council functions.

Allocate roles, responsibilities and accountabilities.

Conduct internal awdits 2z directed by the Audit and Fisk Commities and as required by
legiclation.

Make adzquate resources available for risk management planning and implementation.

Enzure Managers have the necessary knowledge and skills to effectively fulfil their nsk
management responsibilities.

Ferform regular risk management planning, review and where neceszary training fo effect
mitiyation.

Senior Management Group

Lizize with Council and the Audit and Risk Committee on Risk Management matiers.
Feview and report on the Shire's Risk Management Framework.

Encourage, embrace and enhance a risk management culiure within the Shire.
Evaluate emerging risks, issues and topics with a pro-active approach to mitigation.
Document sk management decisions and acfions.

Chwn and manage Rizk Azsessments at an organisational level.

Incorparate the following nzk items into Senior Management Mesting agendas:
Mew or emerging nsks.

Review existing risks.

Control adeguacy.

Qutstanding isswes and actions.
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+  Direct, encourage and embrace risk management implementation and culture within work areas.

+  (hwn, manage and report on risk issues, as reguired.

*  Ensure emerging risks and related issues are addressed i a timely manner and suitable form.

+  Establish and implement appropriate processes and controls with assistance of the PCO.

*  Complete required documentation, analysis and review, including Risk Management Action
Plans and Risk Acceptance forms.

*  Ensure the inclusion of risks in the Shire's Risk Register.

+  |dentify and monitor risk related Key Performanice Indicators ([KPI's).

*  |dentify and re-evaluate rizks as a minimum of annually.

Employees (and Confraciors)

+  Adhere to safe work practices and perform duties in a safe manner.

+  |dentify and report identified risk in areas of responsibility.

+  Assizt in development and effective implementation of risk management controls.
* Participate in and take any actions identified by the risk management process.

Risk Management Assessment Process
1. Establishing Context

The first step in the risk management process 15 0 define the context within which risks are to be
aszessed. This establishes a start point to assess the nsk against the Shire's Strategic, Operational and
Project related objectives.

There are two key types of risk context

Internal context may include the organisation’s culture, process, structurs and strategy. Management
imvolves looking at the ways in which an organisation carmies out its day to day business, operational
activities and cultural factors, which are often changeable by the management structure.

External context may include political, legal, requlatory and social environment. Management involves
lzoking at the environment within which an organisation operates, such as legal framework and changes
not usually controlled by the organisation itself.

Risk is not imited to one category or factor as exposure can be varied and come from a vaniety of sources.

Grouping risks into categones can assist in defining context and responsibility. See Appendix 3 — Control
Effectivity Table and Rigk Category Definitions.

10
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2. Risk Assessment

Al Business Units need to undertake Rizk and Control Assessments on an ongoing basis. For Risk
Aszessment Template see Appendix 4.

It iz important to consider the risks involved in pursuing or not pursuing an opportunity. All significant
causzes and consequences should be considered under this Framework.

Each Manager nesds to enzure Risk Azzesements are;

+  Reflective of and relevant to the Shire’s actual risk environment.
*  Reviewed annually a5 a minimum.
*  Completed in standard format aligned to this Framework.

Accordingly, each Manager is to perform the following:

al Risk ldentification — means identifying sources of nsk, areas of impact, events, opportunities,
failure to innovate, their causes and potential consequences. The aim is to generate a list of risks
bazed on those impacts or events.

k) Rizk Analysis — involves researching and understanding the risk and the mfluencing factors. It
provides input fo evaluation and decizions on the most appropriate action to be taken. The
outcome of these assessment tooks 1= called a Risk Rating.

The Rizk Rating iz determined by identifying the appropriate rizk statuz on the Consegquence and
Likelhood Tables and applying these descriptor levels to the Risk Matrix. See Appendices 1 -
Consequence Table and 2 — Likelihood Table, Risk Matrix and Risk Tolerance Table.

¢} Risk Evaluation — based on the Risk Rating it can be determned:

- Treatment such as contrals is required.

- Bwisting controls are adequate.

- The priority for treatment requires implementation.

- The nsk iz acceptable with the decision being documented and status being monitored and
reviewed annually az a minimum.

- The risk iz beyond acceptance level after implementation of controls.

3. Risk Treatment

Rizk Treatment involves identifying one or more options to modify risks and determining how fo implement
options. Once implemented treatments can prowide or modify efforts to confrol or mifigate the risk.

Treatment options or controls may include avoiding the risk entirely, accepting the nsk to pursue an

opportunity, remaoving the source of risk, changing the likelihood of occurrence, alterng the consequence
level, sharing the risk, retaining the risk by an informed decizion and documenting the nzk tolerance.

4 Risk Acceptance

Feasonable =fforts should always be taken to reduce the risk. A lack of budgsted funds & not, in sl
sufficient justification to accept a nsk.

1"
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The Shire will tolerate a cerain “acceptance” level of msk. Risks rated low or moderate should be
monitored in line with the relevant Business Unit processes and systems. See Appendix 2 — Likelihood
Table, Risk Matrix and Risk Acceptance Table.

Fisk Acceptance is a management decizion fo be made within authority levels. A Risk Acceptance
Declaration must be made in wrting and signed by the appropriate Manager on the bottom of the
completed Rizk Azsezement form.

5. Communication and Consultation

Throughout the nzk management process stakeholders should be dentified, consulted and invabved or
informed of cutcomes from the risk management process, whers necessary.

Risk Management awareness and training will be provided to staff as part of the Occupational Safety and
Health program, and included in new employee inductions.

6. Monitoring and Review

Fizk Eegister

The CEC B0 will maintain the Shire's Risk Regizter. As risks are dentified they are o be logged
on the regizter az are the actions taken to respond to identified nzks.

Key Performance Indicators

Key Performance Indicator's (KPI's) are a measurable value which demonstrates how effectively core
businezs ohjectivez are being met. KPlz are not just arbitrary numbers, they express something strategic
and measurable about what the organization is trying to do, in this case monitoring trends in risk and
validating treatments and controls.

When identifying KPI's the main points to encure are that

Risk descrptions and casual factors are fully understood.

The indicator iz directly relevant to the risk or control.

Predictive indicators are adopted wherever possible.

Adequate coverage of monitoring risks and controls is provided.
Cluality data is received, documented, and used.

The trend of indicators is specifically used as an input to the Risk Assessment Template — Appendic 4.

Trend tolerances are ==t in accordance with the Shire'z Fisk Appetite. They may be set and agreed over
three levels:

Green — within appetite, no action required.
Amber — indicator must b2 closely monitored, relevant controls set and implemented to bring
the measure back within the green tolerance level.

+ Red - beyond nzk appetite. Indicator must be escalated to the CEO and Senior Management
Group where appropriate actions are to be s=t and implemented to bring the measure back
within acceptable appetite.

12
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An example of a risk management KP is to complete Take 5 azsezsments. These brief written
asgessments are designed to make the person undertaking them stop what they are doing, analyse the
scene, take any available actions to mitigate the associated risks and document the circumstances
before starting work.

Completed Take 5's can be counted and used as a KP| that these assessments are being carned out,
hazardz are being identified, addrezzed and reported. The resulting data can be captured and used to
monitor the actual work environment.

Reporting

In addition to monitoring the performance of risk and hazard identfication, reporting procedures and
responsibilities, it is important to monitor the broader effectiveness of the framework to ensure it is
continually being improved, creating value and effective in mitigating risk for the organization. If the
Framework is not fit for purpose it needs to be reported, addressed by the Senior Management Group
and reviewed by the Audit and Fisk Commities.

Individual documentation review anniversanes have been identied throughout the framework and
chould b2 included on the Rizk Hegizter and individual Rizk Azsezzments and Rizk Acceptance forms.

Risk Management Reporting Workflow
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Appendix 1 - Consequence Table
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Appendix 2 — Likelihood Table, Risk Matrix and Risk Acceptance Table

Likelihood Table
Almost Certain | Event may be expected to ocour in most circumstances > ONCE per year
Likely Ewent may probably ocour in most crcumstances Af least once per year
Possible Ewent should occur at some time Atleast once in 3 years
Unlikely Event could occur at some Gme Atleastonce in 10 years
Rare Event may only occur in exceptional carcumstances < pnce in 15 years
Rizk Matrix
Conasquance
Insigniicant Minor Magum Major Extrama
Likalihood

Risk Acceptance Table

m Comply with rick reduction measures 1o keap risk as low as masonably pactical.
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Appendix 3 — Control Effectivity Table and Risk Category Definitions.

Control Effectivity Table

review and tesfing.

Rating Foreseeable Description
. Contrals are operating az intended, aligned to Policiez &
. Little scope for o . ; o
Effective  OrOvEment. Procedures, subject to ongoing maintenance & monitoring
P and being confinuously reviewed and tested.
a Some inadequacies identified, controls are in place, being
Some scope for . ; " o
Adequate ) addressed and complied with and are subject fo periodic
improwvement.

Inadequate

Corrective action ar
improvement needed

Controls not operating as intended or do not exist, are not
being addrezsedicomplied with or have not been reviewsd
or tested for some fime.

Risk Category Definitions

Risk Category

Examples

Responsible Business Unit

Teaching, training and
leaming

Insufficient implementation of nek
MaNagEment pRrOCESEEs.

Exscutive (CEO)

Human Fesources

Breaching employee regulations.

Executive (CEQ)

Health and Safety Documentation process not followed. Executive (CEQ)
Organisational Emaronment Customer Service Charter failure Executive (CEQ)
Community Engagement Public Motice undistributed Commumity
Governance & Compliance Noncompliance notice issued Comporate
Financial Imvoices not paid in a timely manner. Finance
Infrastructure Inadequate maintenance activities Infrastructure

IT & Record Keeping System failure Comorate
Ethics & Mesconduci Breach of Code of Conduct Executive (CEQ)
Procurement Excesdance of authonzation limit Comorate
Emergency Response Inadequate incident response Emergency

16
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Appendix 4 - Risk Assessment Template
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Shire of 5% =
: Brookton
Risk Assessment Template @ 77 s s the s
Risk Context:
Dhate:
Risk Category:
Risk identification/Description: What could go right or wrong?
Risk Analysis
Polential causes:
Existing Treatments and Conrols: Effectivity
Rating
(Overall Confrod Ratings:
Consequence: Determination
Consequence
Likedihood
Risk Rafing
Actions [ Treatmenis/ lssues Due Date | Responsibility
Indicators, monitoring and review Tolerance | Date Resuit
Risk Acceptance Declaration Date [ Signature
Comments:
17

51



8.07.23.03  2022/23 AUDIT - INTERIM MANAGEMENT LETTER - JUNE 2023
File No: FIN 007C
Date of Meeting: 13 July 2023

Shire of Brookton

Office of the Auditor General

N/A

Deanne Sweeney — Manager Corporate and Community
Gary Sherry — Chief Executive Officer

The author and authorising officer do not have an interest in

Location/Address:
Name of Applicant:
Name of Owner:
Author/s:

Authorising Officer:
Declaration of Interest:

this item
Voting Requirements: Simple Majority
Previous Report: N/A

Summary of Report:
The Audit and Risk Committee to is to review the Interim Management Letter and
recommend that Council receive the Interim Management Letter.

Description of Proposal:
Nexia Australia audit staff visited the Shire of Brookton on the 22 to 25 May 2023 to conduct
the Interim Audit for the year ending 30 June 2023.

As a result of their review, no matters were raised in the 2023 Interim Management Letter,
included at Attachment 8.07.23.03A.

Background:
Nexia Australia are the Office of the Auditor General’s contracted auditors who complete the
Shire of Brookton’s audit work on behalf of the Office of the Auditor General.

Consultation:
Chief Executive Officer, Office of the Auditor General and Nexia Australia.

Statutory Environment:
Local Government Act 1995 and associated regulations

Relevant Plans and Policy:
1.13 Council Committees — Terms of Reference and 2.8 Risk Management.

Financial Implications:
There are no known financial implications upon either the Council’s current budget or

Strategic Resource Plan.

Risk Assessment:

Failure to monitor the Shire’s ongoing internal controls and risks would impact the
organisations obligations to achieve legislative compliance.
Co.n se.q“e“‘e Insignificant Minor Moderate Major Extreme
Likelihood
Almost Certain Medium High High Severe Severe
Likely Low Medium High High Severe
Possible Low Medium Medium High High
Unlikely Low Medium Medium High
Rare Low Low Low Low Medium
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Risk Rating Action

Comply with risk reduction measures to keep risk as low as reasonably
practical.

Review risk reduction and take additional measures to ensure risk is as
low as reasonably achievable.

MEDIUM

HIGH

Community & Strategic Objectives:

This proposal relates to delivery of core business and services detailed in the Shire of
Brookton Corporate Compendium — October 2020, duly appended to the Next Generation
BROOKTON Corporate Business Plan <2021.

Specifically, the proposed amendments to the Delegation Register aligns to the following
Business Unit and Function:

18. Financial Control
18.2 Conduct external/internal audits and reporting
18.6 Co-ordinate annual audits processes
18.7 conduct Audit Committee Meetings

Comment
There were no findings contained within the Interim Audit Management Letter in the current
audit.

The corporate business unit will continue to identify improvements of internal controls to
improve efficiencies within the organisation.

OFFICER’S RECOMMENDATION
That the Audit and Risk Committee recommends to Council:

1. toreceive the Interim Management Letter from the Interim Audit for the Year ended
30 June 2023, as presented ; and

2.  to note there are no further actions required by the Chief Executive Officer.
(Simple Majority vote required)

Attachments
Attachment 8.07.23.03A — Shire of Brookton 2023 Financial Management System Review
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Attachment 8.07.23.03A

Chfice of the Auditor Ganeral
Bareineg the Pubdio Irete e
Our Ref. TBET Tt Flowsd, Albwn® F oy Hoisie
50 el g Streel, Peim
Madl 1o Parth BC
Wr Gary Shermy PO B S50
Chief Exacutive OMcar FENTH W, B
Shire of Brookion Tl (35 SEET TE00
BROCKTON WA 6306
Doear =Ir
ANNHUAL FINAHCIAL REPORT

INTERIM AUDIT RESULTS FOR THE YEAR ENDING 30 JUNE 2023

We have compieted the Interim audit for the year ending 30 June 2023. We performed this
phase of the audit In accordance with cur audlt plan. The focus of our Interim audit was to
FII'IIT'IH'"}' gealuzaie your fnancial conbnol environment, and o pDaln an LﬂHEI'Emﬂlﬂg af the IE-}'
business prac2ssaE, risks and Intemal contnols relevant o owr audi of the annual financial

repoft.

Managemant confrod lesues

The result af the inberim awdit was satisfationy. An audl is not designad ta kdentify all Internal
control deficlencies that may require management attention. It s possibie that imegularties and
deficiencies may have occumed and not been Identifled as a result of our audit

This letter has been provided for the purposes of your local gowernment and may not be
sultanie for other purposes.

We have forwarded a copy of this lefier to the President. & copy will also be Torvarded o the
Winlster for Local Govemment when we foraard our audiors repon on the annual inansal
repoirt to e Minister on completion of the awdit

Fesl free bo contact me on G557 7609 I you would ke to discuss these matters further.

¥ours falthmully

Momger

Jordan Langford-Smith
Senlor Diresor

Financial Audt
28 June 2023

Shire of Brookton, Audit and Risk Committee, 13 July 2023 - Agenda 54



8.07.23.04 REVIEW OF THE AUDIT & RISK COMMITTEE TERMS OF REFERENCE

File No: N/A

Date of Meeting: 13 July 2023

Location/Address: N/A

Name of Applicant: N/A

Name of Owner: N/A

Author/s: Deanne Sweeney — Manager Corporate and Community

Authorising Officer: Gary Sherry — Chief Executive Officer

Declaration of Interest: The author and authorising officer do not have an interest in
this item

Voting Requirements: Simple Majority

Previous Report: N/A

Summary of Report:
The Committee is consider recommendations to Council arising from the biennial review of the Terms
of Reference for the Audit and Risk Committee.

prior to the next Local Government Ordinary Election being held in October 2023.
Description of Proposal:

As per 7.6.2 of the Audit & Risk Committee terms of reference, the Audit & Risk Committee is to
review its performance and terms of reference biennially and report to Council.

The Audit & Risk Committee Terms of Reference, with the recommended minor amendments, is
included at Attachment 8.07.23.04A.

Background:

Council must appoint an Audit & Risk Committee to oversee financial reporting, internal control
structure, risk management systems, legislative compliance, ethical accountability, and the internal
and external audit functions. The Committee makes recommendations and reports to Council on
these matters.

The primary objective of the Audit Committee is to accept responsibility for the annual external
audit and liaise with the local governemnt’s auditor so that Council can be satisfied with the
performance of the local government in managing its financial afffairs.

In accordance with clause 7.6.2 of the Audit and Risk Committee Terms of Reference, the committee
is required to, biennially review its terms of reference to ensure it is operating at maximum

effectiveness and recommend changes it considers necessary to Council for approval.

Consultation:
Internal consultation has occurred with the Chief Executive Officer.

Statutory Environment:
Local Government Act 1995

Relevant Plans and Policy:
The recommendation is relevant to 1.13 Council Committees — Terms of Reference.
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Financial Implications:

The committee will ensure openness in the local government’s financial reporting and will liaise with
the CEO to ensure the effective and efficient management of the local government’s financial
accounting systems and compliance with legislation.

Risk Assessment:

The risk in relation to the amended policy is assesses as “Medium”. It is a statutory requirement to
have an Audit and Risk Committee. The Terms of Reference are to be reviewed bi-annually and
recommended to Council.

C(I)-ir;(s;?huoe:;e Insignificant Minor Moderate Major Extreme
Almost Certain Medium High High Severe Severe
Likely Low Medium High High Severe
Possible Low Medium Medium High High
Unlikely Low Low Medium Medium High
Rare Low Low Low Low Medium
Risk Rating Action

Comply with risk reduction measures to keep risk as low as reasonably
practical.

Review risk reduction and take additional measures to ensure risk is as
low as reasonably achievable.

MEDIUM

HIGH

Community & Strategic Objectives:

This item relates to delivery of core business and services detailed in the Shire of Brookton
Corporate Compendium — October 2020, duly appended to the Brookton Corporate Business Plan
<2032.

Specifically, the amended Policy supports the following Business Unit and Functions
18. Financial Control

18.2 Conduct external/internal audits and reporting

18.7 Conduct Audit Committee Meetings

Comment
Nil.

OFFICER’S RECOMMENDATION

That the Audit and Risk Committee recommends to Council to adopt the Audit and Risk Committee
Terms of Reference, as presented in Attachment 8.07.23.04A

Attachments
Attachment 8.07.23.04A — Shire of Brookton 2023 Financial Management System Review

(Simple Majority vote required)
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Attachment 8.07.23.04A

Shire of T
Brookton

AUDIT AND RISK COMMITTEE TERMS OF REFERENCE

1. Purpose of the Terms of Reference

The purpose of the terms of reference is to facilitate the operation of the Audit and Risk Committee
(the Committee).

2. Introduction

The Committee has been established in accordance with Part 7 of the Local Government Act, 1995
and constitutes an advisory committee formally appointed by and responsible to the Council.

This Committee does not have any:

* [Executive powers;
« Authority to implement actions in areas over which management has responsibility;

* Financial responsibility; nor
* Management functions.

It is independent of the Shire’'s Administration with fundamental oversight and a need to focus on
matters relating to internal and external audit, and risk exposure and mitigation pertinent to the Shire
of Brookton.

Accordingly, the Committees is to assist the Shire Council in:
+ Liaising with the Office of the Auditor Genera (ADG),

«  (Owerseeing external and internal audit functions;
*  Promoting high level the transparency and accountability of the Shire’s financial management

systems and reporting;

+ Managing its risk exposure; and

* Driving a culture of continuous improvement.
Furthermore, the Committee is to report to Council with appropriate advice and recommendations
on matters relevant to this Terms of Reference in order to facilitate decision making by Council in the
discharge of responsibilities pursuant to statutory requirements.

3. Ohjectives

The cbjectives of the Committee are to oversee:

3.1 The integrity of external financial reporting, incuding accounting policies.

3.2  The scope of work, objectivity, performance and independence of the external auditor.

Shire of Brookton - Terms of Reference, Audit and Risk Committes Page 1of 5
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3.3

3.4

3.5

3.6

3.7

The establishment, effectiveness and maintenance of controls and systems to safeguard the
Shire’s financial and physical resources.

The systems or procedures that are designed to ensure the Shire and its subsidiaries comply
with relevant statutory and regulatory requirements.

The process for recognising risks arising from the Shire's operations, strategies, and consider
the adequacy of measures taken to manage those risks.

The process and systems which protect the Council against fraud and irregularnities.

The promotion of best practice in striving to instil and maintain a culture of continuous
improvement.

The Committee must also add to the credibility of Council by promoting ethical standards through its

work.

4, Authority

The Committee has the authority to:

41

42

43

44

45

Rewview and suggest improvements to internal and externzal auditor’s annual audit plans and
the outcomes/results of all audits undertaken.

Monitor and advise the CEOQ in reviews conducted under regulation 17 (1) of the Local
Government (Audit) Regulations, 1996 and regulation 5 (2) (o) of the Local Government
(Financial management) Regulations, 1996.

Formally meet with the AOG appointed auditors as necessary.

Seek resclution on any disagreements between management and the AODG auditors on
financial and performance reporting.

Advise Council on any or all of the above as deemed necessary.

5. Composition of Committee Members

51 The Committee is to comprise of three (3) Elected Members appeinted by Coundil.
5.2 The Council is to also appeint at least one (1) external Committee member from within the
community and one (1) external independence advisor.
The independent advisor should have a Certified Practicing Account (CPA) qualification or
similar with recent work experience in dealing with small to medium business, and
demonstrated understanding of:
* Accounting Standards [AASB)
+  Tax Legislation
* Local Government Act 1995
s |ocal Government experience and/or Band 1 Council
Shire of Brookton - Terms of Reference, Audit and Risk Committee Page 2of5
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53

The Presiding Member and Deputy Presiding Member is be appointed biennially by the
Committee through election by all committee members after the Ordinary Local Government
Election.

54 The appointed Committee members should collectively have a broad range of skills and
experience relevant to the operations of the Shire.

55 A quorum will be a minimum of 50%: of the membership of the Committees.

5.6 Each Committee member must declare proximity, financial or impartiality interests that relate
to matters considered at every meeting.

5.7 Mew members are to receive relevant information and be briefed immediately following their
appointment to assist in performing their responsibilities on the Committee.

6. Meetings

6.1 Meetings may be called by the Presiding Member of the Committee, or at the request of the
Shire President or Chief Executive Officer.

6.2 The meetings are open to the public, unless the Presiding Member or Chief Executive COfficer
deem it necessary to proceed behind closed doors pursuant to Section 5.23 of the Local
Government Act, 1995,

6.3 All Elected Members not appointed to this Committee are invited to attend each meeting as
an ocbserver.

6.4 The Chief Executive Officer is responsible for arranging Committee meetings and may invite
members of management, intermal and extermnal auditors or other employee to attend
meetings as observers and to provide pertinent information, as necessary.

6.5 The Committee should meet at least twice few=fa=taasper year with a meeting schedule
to be set that includes the dates, location, and where possible a proposed work plan for
each meeting for the forthcoming year, that covers all the responsibilities outlined in this
terms of reference.

6.6 Meeting agendas are to be prepared and provided at least one week in advanced notice to
members, along with appropriate briefing materials as well as be advertised in the Community
with no later than 72 hours prior to the meeting being convened.

6.7 Minutes are to be taken at each meeting and presented to the subseguent meeting for

confirmation and Council for receipt and acknowledgement.

7. Responsibilities

The Committee is to perform the following responsibilities:

7.1

Risk Maonagement

Shire of Brookton - Terms of Reference, Audit and Risk Committes Page 3of 5
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711

712

713

714

715

716

717

To review and suggest improvements on the current and comprehensive risk
management framewaork and associated procedures for effective identification and
management of the Shire’s business and financial risks, including fraud.

To determine whether a sound and effective approach is being administered in
managing the Shire's major risks, including those associated with individual service
delivery, projects, and activities, such as community events.

To assess the impact of the Shire’'s risk management framework on its exposure to
litigation and insurance arrangements.

To review and suggest improvements to dewveloping and implementing fraud
control arrangements and be satisfied the Shire has appropriate processes and
systems in place to detect, capture and effectively respond to fraud.

To ensure adequate systems of internal control are in place to mitigate key business
risks and promote the effectiveness and efficiency of operations.

To oversee, review and suggest improvements to internal audit functions in
accordance with Institute of Internal Auwditor's International Standards for the
Professional Practice of Internal Auditing.

To receive and review all audit reports and provide advice and recommendations
to the Council on significant issues identified in audit reports with a focus of
continuous improvement.

7.2 Financial Report

7.2.1 To review and suggest improvements to significant account and reporting issues,
including:
* complex or unusual transactions;
v identified accounting anomalies;
v professional and regulatory pronouncements and legislative changes; and
v effect on the finandal reporting requirements.

7.22 Toreview (with management and the AQG) the external audit results, including any
difficulties or deficiencies identified and suggest improvements, if required.

7.2.3 Toreview and suggest improvements to the annual financial report in consideration
of legislative requirements and appropriate accounting principles.

724 To review and suggest improvements to the financial information presented to
Council and the Community in the financial reports based on transparency and
accountability measures, without revealing information that could be used to aid in
fraudulent activity.

725 To review (with management and the AOG) all matters required to be
communicated to the Committee under the Australian Auditing Standards, and
suggest improvements if required.

Shire of Brookton - Terms of Reference, Audit and Risk Committee Page 4 of 5
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7.2.6 Toreview, suggest improvements and recommend adoption of the Annual Financial
Statements to Coundil.

7.3 Compliance
731 To review, suggest improvements and monitor systems and processes to ensure
relevant compliance with legislative requirements, with associated reporting to
Coundil.
7.3.2 To keep informed of the findings of any examinations by regulatory agendas and
any auditor (internal or external) observations and monitor management's
response 1o these findings.

7.3.3 To obtain regular updates from management about compliance matters.

7.3.4 To review and suggest improvements to the annual Compliance Audit Return [CAR)
and report the results to the Council.

7.4 External Audit

741 To discuss with the OAG auditor’'s the proposed audit scope and methodology for
financial and performance audits, including any reliance on internal auditor activity.

742 To consider the findings and recommendations of relevant financial and
performance audits performed by the OAG auditors, and ensure the Shire

Administration implements relevant recommendations in a timely manner.

743 To provide an opportunity for the Committee to meet with the QAG auditors to
discuss any matters consider by either party to be of concern.

744 To monitor and provide feedback on management’'s implementation of external
audit recommendations.

7.5 Reporting Responsibilities

7.51 Toreport regularly to the Coundcil on the Committee’s activities, issues, and related
recommendations through drculation of minutes.

7.52 Tomonitor and ensure open communication and co-operation is achieved between
the internal auditor, the external DAG auditors, and the Shire’s management.

7.6 Other Responsibilities

7.61 To perform other activities related to this Terms of Reference, as requested by the
Coundil.

762 Toperform a biennial review and suggest improvements to this Terms of Reference
for Council's consideration and approval prior to the next Local Gowvernment
Ordinary Election.

Shire of Brookton - Terms of Reference, Audit and Rizk Committee Page 5 of5

Shire of Brookton, Audit and Risk Committee, 13 July 2023 - Agenda 61



9.07.23

STATUS TABLE — REGULATION 17

The following table provides an understanding of governance matters identified through annual audits or required by legislation and an update on the progress
of addressing relative compliance. The status is presented to satisfy the requirements of Regulation 17 of the Local Government (Audit) Regulations, 1996.

Black — No changes from previous reports

Blue — Additions from last Audit & Risk Committee meeting

Date OAG Findings or other Assigned | Estimated %
Item # . Item Title Statutory Risk Factor Officer Status Update g 0
Initiated . to Due Date = Complete
Requirements
Draft Workforce Plan template
compiled — progress to be performed in
the coming months following full re-
alignment of officer duties and transfer
Forms part of the . .
. of a number of service delivery
. Integrated Planning and . . . . .
Review of Reportin Framework functions in-house (ie swimming pool Mav-21
11 9-Jul-20 Workforce P . & Moderate | management, cleaning, bushfire CEO y 20%
that informs the annual Dec-21
Plan ) management). 12.07.2021 -
budget - subject to . .
review eVery two vears commencement with Moore Australia
y two years. for the suite of plans IPR. 22/12/22 - To
be submitted as a project for the
2023/24 budget. 05/07/23 - Provision
in 2023/24 Draft Budget
12.07.2021 — Draft Meeting Procedures
Review of A review of the Shire of :_:(:Tzltl_ravtoacr:lj L;ev\\//oec:c:fr:ec:jf ;Xtézztr']‘éﬁ
15 9-Jul-20 Brookton’s Local Laws Moderate . y y o CEO Ongoing 20%
Local Laws to be conducted in April 2021 - presently awaiting
’ gazettal. 05/07/23 - Provision in
2023/24 Draft Budget
Key Security | Keys maintained at the Procedures have been amended to
4.2.1 Apr-23 and Accessto = Administration  Office . Medium | approve the Administration Records MCC Jun-23 100%
CRC Building | be stored in the locked Officer (ARO) as  the authorised
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Date . OAG Findings or other . . Assigned Estimated %
Item # i, Item Title Statutory Risk Factor Officer Status Update
Initiated . to Due Date = Complete
Requirements
key cabinet to ensure personnel for the key cabinets.
access is restricted to Cabinets are locked at all times and
authorised personnel; access is required through the ARO. The
Staff be required to ARO is responsible for the signing out of
complete the key sign keys. A Security System Code register is
out book when utilising currently being implemented at the
Council keys; and Staff CRC. This will ensure all employees are
who require access to provided with an individual PIN for
the CRC building be access to the CRC building and will form
provided with their own part of the Engagement Checklist.
unique alarm code. 05/07/23 - New security system
installed at CRC with individual PIN's.
Review and test the
Disaster Recovery Plan
on a regular basis to The Disaster Recovery Plan will be
identify any deficiencies reviewed at the earliest convenience. A
Disaster and update the plan quote has been requested from our IT
Recovery Plan | accordingly; and provider to assist with the annual
and Disposal | Implement a disposal of . review and expected to be undertaken
4.2.2 Apr-23 of IT IT equipment policy, Medium in the 2023/24 financial vyear. Mcc Dec-23 0%
Equipment communicating the Implementation of a Disposal of IT
Policy policy to staff and Equipment Policy is currently underway
ensuring ongoing and will be presented to Council by
monitoring of December 2023.
compliance with the
policy.
Monthly Reconciliations are a The End of Month Procedures have
5.2.1 Apr-23 e key control and should Low been reviewed and updated to ensure MCC Apr-23 100%
Reconciliations . . .
be reviewed by dual signage on all documents. Whilst
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Date . OAG Findings or other . . Assigned Estimated %
Item # i, Item Title Statutory Risk Factor Officer Status Update
Initiated . to Due Date = Complete
Requirements
someone independent the individual documents were not dual
of the reconciliation signed the End of Month Checklist is
function on at least a reviewed and signed off by the Senior
monthly basis. Finance Officer and Manager Corporate
Furthermore, we & Community. The End of Month
recommend there be checklist has been amended to include
evidence to indicate the independent review of the Monthly
independent review of Financial Statements and dual signing
monthly financial by the Senior Finance Officer and
statements. Manager Corporate & Community.
We recommend all
Tender documentation during A Tender Checklist is to be
6.2.1 Apr-23 Management the tender process be  Medium | implemented and communicated to MCC Dec-23 0%
retained and available appropriate staff to ensure compliance.
for review.
Staff recruitment, staff The Shire does not have a policy or
performance reviews & procedure for staff recruitment, staff
training and performance reviews, and training and
development policies development. In addition, the code of
and procedures be conduct was not reviewed in
Human prepared, approved, accordance with the stated review date
Resources implemented through . of June 2022. Staff will review existing February-
7:2.1 Apr-23 Policiesand | appropriate Medium HR policies and document required CEO 24 Jul-23 0%
Procedures  communication to procedures by 30 September 2023. The
employees and CEO will review the Employees Code of
regularly  monitored; Conduct by 30 June 2023.
and the code of conduct 5/7/2023 HR Policies will be reviewed
be reviewed in and included in a total review of the
accordance with stated Shire of Brookton Policy Manual to be
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OAG Findings or other

Reconciliation

month; and The Shire
introduce a monthly
tolerance variance for

tolerance of 50 Litres per month and
implement as soon as resource are
available, all associated documents

Item # !):ate Item Title Statutory Risk Factor Officer Status Update Assigned  Estimated %
Initiated . to Due Date = Complete
Requirements
review date and reviewed by Council after the October
updated if required 2023 Elections.
5/7/2023 The CEO will review the
Shire of Brookton Employees Code of
Conduct by 31st July 2023.
Leave forms be retained
for all leave taken by
employees and all leave
forms specify the hours Leave forms have been amended to
of leave taken; Leave include hours taken. A Fortnightly
forms be updated to Payroll Checklist is currently being
include the number of implemented to ensure all leave forms
hours of leave taken; retained for leave taken. LSL is not
799 Apr-23 Leave Te?sting anq Long service leave Low currently detailed in S.ynergySoft, a MCC Oct-23 80%
Exceptions owing from other Local manual spreadsheet is kept and
Government  Councils reviewed annually which provides
be recorded in Synergy details of liability owed to other
to ensure adequate council's and owed by other council's
records are maintained providing a net balance reported in our
relating to accurate Annuals.
leave provision
balances as any point in
time.
Fuel held in service Fuel held in the service tank is currently
tanks be included in the included in the monthly reconciliation.
793 Apr-23 Fuel fuel reconciliation each Low We will develop a policy for a fuel MIW Dec-23 0%
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OAG Findings or other

Dat . . . Assigned  Estimated %
Item # . ? € Item Title Statutory Risk Factor Officer Status Update Ssigne stimate >
Initiated . to Due Date = Complete
Requirements
fuel and investigate amended to reflect the level. The
variances above the Infrastructure Department will be
tolerance each month. responsible  to investigate any
discrepancies and communicate this to
the appropriate staff.
The finding relates to a termination
We recommend a prior to the implementation of the
formal termination Termination Checklist in June 2022.
Termination checklist be developed Council has been progressing with a
7.2.4 Apr-23 checklist which is required to be Low range of improvements to address MCC Apr-23 100%
completed upon issues, the Termination Checklist has
termination and signed been amended to be prepared by the
off once completed. Payroll Officer and reviewed by the
Manager Corporate & Community.
The monthly payroll A fortnlghtly Payroll Reconcmat!on has
e e been implemented to include
reconciliation include a I
A reconciliation of payroll YTD. The
reconciliation to the )
Engagement Checklist has been
payroll YTD report; . . .
. amended to include the Senior Finance
Payroll Testin authorised Officer to dual sign new employee
7.2.5 Apr-23 y . 8 superannuation Low A g ploy MCC Apr-23 100%
Exceptions . details into the SynergySoft System.
deduction forms be
. Procedures have been amended to
retained for all
ensure all changes to the Payroll
employees; and all . .
accounting system are dual signed by
payrun  reports be . .
siened by the preparer the Finance Officer - Payroll and
g y prep ) Manager Corporate & Community.
Fraud We recommend the The Shire does not have a policy or
8.2.1 Apr-23 Management @ Shire develop and | Medium framework for Fraud management. MCC Dec-23 0%
Policy implement a Fraud This will be implemented at the earliest
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Item #

Date
Initiated

Item Title

OAG Findings or other
Statutory
Requirements

Risk Factor

Officer Status Update

Assigned
to

Estimated
Due Date

%
Complete

Management Policy and
Framework. This
Framework would
provide a system of
detection and
prevention of fraud,
reporting of any fraud
or suspected fraud and
appropriate dealing of
issues relating to fraud.
Once documented, this
Framework should be
implemented and
appropriately

communicated to staff.

time subject to resources being
available. Once adopted it will be
communicated to the appropriate staff.

8.2.2

Apr-23

Compliance

Audit Return

Lodgement
Date

We recommend in
accordance with
Regulation 15(1) of the
Local Government
(Audit) Regulations
1996, the compliance
audit return be
submitted to the
Departmental CEO by
31 March each year. We
noted the 2022
compliance audit return
was lodged by 31 March
2023.

Low

High staff turnover in the 2021/22
financial year has adversely impacted
the timelines for the Shire of Brookton.
New procedures have been put into
place to ensure all future key reporting
dates are met ensuring compliance
requirements with Regulation 15 (1) of
the Local Government (Audit)
Regulations 1996.

CEO

Apr-23

100%
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Date

OAG Findings or other

Item # . Item Title Statutory Risk Factor Officer Status Update Assigned  Estimated %
Initiated . to Due Date = Complete
Requirements
We recommend the
Risk Shire review and update The Risk Management Framework and
Management the Risk Management Policy will be reviewed as soon as
Framework  Framework practical and presented at the next
8.2.3 Apr-23 and Risk incorporating all risk Low available Audit & Risk Committee and Mce Dec-23 >0%
Management related policies to Ordinary  Council Meeting  for
Policy reflect the updated endorsement.
standard.
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| 10.07.23 NEW BUSINESS OF AN URGENT NATURE INTRODUCED BY DECISION OF MEETING ‘

11.07.23  CLOSURE OF MEETING |

The presiding member declared the meeting closed.
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